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How to use VirusTotal  
to Measure Website Trust 

McAfee published a report, “The Web’s Most Dangerous Search Terms” where they explain 
how hackers are most successful when they can attack a large number of victims online in one 
fell swoop like during hot trending topics, celebrity meltdowns, natural disasters, holidays and 
around popular music. 
 
Hackers also target particular subject matter and build websites that purposely host malicious 
software such as exploits, dialers, Trojans, and other malware. Most often the unsuspecting 
victim will download a computer file or program that comes with a malicious piece of code 
capable of copying itself and corrupting the system or destroying data.  
 
The best way to avoid falling victim to this senseless type of cybercrime is to not download, 
but that is unrealistic. And if you ask McAfee what their suggestion would be obviously it 
would be to buy their antivirus software. But another way to measure the trustworthiness of a 
website before you even click onto it is to use a couple of free websites; VirusTotal.com and 
Norton.com. 
 

VirusTotal.com       SafeWeb.Norton.com. 
 

  

http://promos.mcafee.com/en-US/PDF/most_dangerous_searchterm_us.pdf
https://www.virustotal.com/
https://safeweb.norton.com/
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How to use VirusTotal 

 
Once a search has been performed, highlight and copy the domain name of one of the 

websites. 
 
 

  

(3). After you right mouse 

click on the domain name, a 

popup menu will appear. 

Now left mouse click to 

select Copy, or use the 

shortcut keys Ctrl+C to copy 

the domain name onto your 

invisible clipboard. 

(1). Hold down the 
left mouse button 

and drag your 
pointer across the 

domain name. 
 

(2). Next, right mouse 

click on top of the 

highlighted domain 

name. 
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Now that you’ve copied one of the search results domain names to your clipboard, go to 

VirusTotal.com and paste it into the VirusTotal URL bar. Here you can either paste in the 

domain name or the entire URL address of a webpage.  

 

(1). Left mouse 

click on the URL 

tab first. 

(2). Next paste in the domain 

name or entire webpage URL. 

(3). Then left mouse 

click on the button 

“Scan it!” 

https://www.virustotal.com/
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After you’ve clicked on the {Scan it!} button, a popup window may appear notifying you that 

the URL has already been analyzed. At this point you may either click on the {Reanalyse} 

button or click on the {View last analysis} button. My advice is to click on {Reanalyse} each 

time until you have become more familiar with this website. 
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VirusTotal will now analyze your request through 65 antivirus engines and website scanners 
for viruses, worms, trojans and other kinds of malicious content. Scroll down through the 
Result column in search of any “Suspicious site” warnings. If you discover any warnings 

consider that a red-flag and avoid that website. 
  

If you hover your mouse pointer over the 

“evil” and “good” icons, a little popup 

window will emerge explaining what 

they’re there for. These are merely 

opinions from other users. The icons are 

used as a quick visual reference for regular 

users of VirusTotal.  

Scroll down the 

Results column to 

find warnings. 
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If you would like a second opinion about the risk of a website, you can go to 
SafeWeb.Norton.com and paste a website name or URL address into their antivirus engine. 

 
 

  
(1). Paste in a website domain 

name or webpage URL address 

then press Enter 

(2). Or click on the magnifying glass 

to analyze. 

https://safeweb.norton.com/
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Norton will then analyze the website and return back to you their report.  Click on the grey box 
(on the bottom right) to read the User Reviews. 

 

 
 

 
The resources provided in this guide are meant to help you avoid clicking into deceitful 
websites. Always use your best judgment before downloading free programs onto your 
computer, toolbars especially. Even certain “updates” can be deceiving. Keep in mind that you 
can also upload files and folders to VirusTotal for analysis before installing them on your 
computer.  Whenever in doubt, you can always call a friend first  
 
 

CLICK HERE to be taken 

back to the KCSLAB Blog 

https://kcslab.wordpress.com/

