How to use VirusTotal
to Measure Website Trust

McAfee published a report, “The Web’s Most Dangerous Search Terms” where they explain

how hackers are most successful when they can attack a large number of victims online in one
fell swoop like during hot trending topics, celebrity meltdowns, natural disasters, holidays and

around popular music.

Hackers also target particular subject matter and build websites that purposely host malicious
software such as exploits, dialers, Trojans, and other malware. Most often the unsuspecting
victim will download a computer file or program that comes with a malicious piece of code
capable of copying itself and corrupting the system or destroying data.

The best way to avoid falling victim to this senseless type of cybercrime is to not download,
but that is unrealistic. And if you ask McAfee what their suggestion would be obviously it
would be to buy their antivirus software. But another way to measure the trustworthiness of a
website before you even click onto it is to use a couple of free websites; VirusTotal.com and

Norton.com.

VirusTotal.com

SafeWeb.Norton.com.
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VirusTotal is a free service that analyzes suspicious files and URLs and facilitates
the quick detection of viruses, worms, trojans, and all kinds of malware.

[ File @ URL Q Search

Choose File

No file selected

Maximum file size: 128MB

By clicking 'Scan it!', you consent to our Terms of Service and allow VirusTotal to
share this file with the security community. See our Privacy Policy for details

Look up a site. Get our rating. [¢]§ m “

Give your rating.

for Norton Safe Web community
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http://promos.mcafee.com/en-US/PDF/most_dangerous_searchterm_us.pdf
https://www.virustotal.com/
https://safeweb.norton.com/

How to use VirusTotal

Once a search has been performed, highlight and copy the domain
websites.
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(3). After you right mouse
click on the domain name, a
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Now left mouse click to
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Now that you’ve copied one of the search results domain names to your clipboard, go to
VirusTotal.com and paste it into the VirusTotal URL bar. Here you can either paste in the

domain name or the entire URL address of a webpage.
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VirusTotal is a free service that analyzes suspicious files and URLs and facilitates
the quick detection of viruses, worms, trojans, and all kinds of malware.

[ File & URL Q, Search

f

newlreesc reensavers. com Enter URL
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(1). Left mouse
tab first.

(3). Then left mouse
click on the button
“Scan it!”

(2). Next paste in the domain
name or entire webpage URL.
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https://www.virustotal.com/

After you’ve clicked on the {Scan it!} button, a popup window may appear notifying you that
the URL has already been analyzed. At this point you may either click on the {Reanalyse}
button or click on the {View last analysis} button. My advice is to click on {Reanalyse} each
time until you have become more familiar with this website.

URL already analysed

This URL was last analysed by VirusTotal on 20151102 19:53:24 UTC, it was first
analysed by VirusTotal on 2010-11-26 17:03:06 UTC.

Detection ratio: 0/65

You can take a look at the last analysis or analyse it again now.

Reanalyse Wiew last analysis
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VirusTotal will now analyze your request through 65 antivirus engines and website scanners
for viruses, worms, trojans and other kinds of malicious content. Scroll down through the
Result column in search of any “Suspicious site” warnings. If you discover any warnings
consider that a red-flag and avoid that website.

# Community Statistics Documentation FAQ About
URL: http:/fwww. americangreetings.com/
Detection ratio: 0/65
Analysis date: 2015-11-02 21:57:04 UTC ( 0 minutes ago )
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CloudStat Clean site
ADMINUSLabs Clean site

AegisLab WebGuard Clean site

AlienVault Clean site
Antiy-AVL Clean site
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Baidu-International Clean site
BitDefender Clean site

Blueliv Clean site
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Vote as malicious

Click here if you think this URL is malicious.
Please, do it only if you have good evidence
for it.

If you hover your mouse pointer over the
“evil” and “good” icons, a little popup
window will emerge explaining what
they’re there for. These are merely
opinions from other users. The icons are

used as a quick visual reference for regular
users of VirusTotal.

Scroll down the
Results column to
find warnings.
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If you would like a second opinion about the risk of a website, you can go to
SafeWeb.Norton.com and paste a website name or URL address into their antivirus engine.

\/ Norton™ Safe Web English » Help » Sign In »

Home About Safety & Threats Community Buzz

Look up a site. Get our rating. m “ m

— | http://www americangreetings com/ Q «—

Give your rating. Sign up for Norton Safe Web community

See our page for Site Owners

(1). Paste in a website domain (2). Or click on the magnifying glass
— name or webpage URL address to analyze. —
then press Enter
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https://safeweb.norton.com/

Norton will then analyze the website and return back to you their report. Click on the grey box
(on the bottom right) to read the User Reviews.
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The resources provided in this guide are meant to help you avoid clicking into deceitful
websites. Always use your best judgment before downloading free programs onto your
computer, toolbars especially. Even certain “updates” can be deceiving. Keep in mind that you
can also upload files and folders to VirusTotal for analysis before installing them on your
computer. Whenever in doubt, you can always call a friend first ©
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